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identities’ feedback comments. Disruptors shift pattern points further away from the 
Writeprint they are being compared against, thereby increasing the average distance 
between patterns (and reducing the similarity score). The direction of a pattern window 
point’s shift is intended to reduce the similarity between the Writeprint and comparison 
pattern. This is done by making d

kp
 positive or negative for a particular dimension k 

based on the orientation of the Writeprint (WP) and comparison pattern (PT) points 
along that dimension, as follows:
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For instance, if identity A’s Writeprint is spatially located to the left of identity B’s 
pattern for dimension k, the disruptor d

kp
 will be positive in order to ensure that the 

disruption moves the comparison pattern away from the Writeprint (toward the right 
in this case) as opposed to toward it.

Evaluation

In order to evaluate the effectiveness of the proposed system, which includes the 
Writeprint technique and extended feature set, experiments were conducted that 
compared the system against previous unsupervised stylometric identification tech-
niques described, including PCA, n‑gram and Markov models, cross entropy, and 
Kullback–Leibler. 

Test Bed 

The test bed consisted of buyer–seller feedback comments extracted from eBay’s 
online reputation system. We randomly extracted 200 eBay members selling elec-
tronic goods. For each trader, 3,000 feedback comments posted by that author were 

Figure 2. Writeprint Comparisons
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included. Table 3 provides summary statistics of the test bed and example feedback 
comments are listed below:

•	 “Another quick & easy transaction, thanks for your biz!”
•	 “Excellent e‑bayer!! fast payment, great to deal with, many thanks!!!”
•	 “PLEASURE doing business with you and thanks for making this business a 

PLEASURE!”

Experimental Setup

All comparison techniques were run using the best parameter settings determined 
by tuning these parameters on the actual test bed data. This was done in order to al-
low the best possible comparison against the proposed Writeprint technique. Most 
of the parameter values were consistent with prior research. PCA was run using the 
extended feature set. We extracted feature vectors for 1,500 character text blocks, 
consistent with prior research [2]. The Kaiser–Guttman stopping rule was used (i.e., 
extract all eigenvectors with an eigenvalue greater than 1). For the n‑gram models, 
we used character-level n‑grams, with profile sizes of 5,000 n‑grams per identity. For 
each identity, we used four- to eight-character n‑grams because this configuration 
garnered the best results, also consistent with Keselj et al. [30] and Peng et al. [41]. 
Markov models were built using letters and space bigrams. We removed all other 
characters and ignored words beginning with capital letters, as done by Khemelev 
[31] and Khemelev and Tweedie [32]. For cross entropy, we used a database size of 
5,000 characters for each identity as this size provided the best performance. For the 
Kullback–Leibler similarity, word unigrams were used and smoothing was performed 
as outlined by Novak et al. [39].

For the experiments, we created multiple identities for each of the 200 eBay traders 
by splitting the traders’ feedback comment text into multiple parts, as done in prior 
research [39]. The objective of the experiments was to see how well the proposed 
Writeprint method and comparison techniques could match up the different trader 
identities based on their comment texts. Each trader’s text was split into 12 parts. If 
two identities were to be created for a single trader, six parts were randomly assigned 
to each identity; for example, parts 1, 5, 7, 8, 9, 11 (identity 1), parts 2, 3, 4, 6, 10, 12 

Table 3. eBay Test Bed Statistics

			   Average
Number of 			   comment
authors	 Words	C omments	 length	 Time
(i.e., traders)	 (per author)	 (per author)	 (words)	 duration

200	 22,564	 3,000	 7.94	 02/2003–
				    06/2006



Stylometric Identification in Electronic Markets     67

(identity 2). In order to test the statistical significance of the techniques’ performance, 
bootstrapping was performed 30 times for each technique, where each iteration the 12 
trader text parts were randomly split into the desired number of identities. A trial-and-
error method was used to find the optimal similarity threshold for matching for each 
technique. The same threshold was used throughout the experiments for the Writeprint 
method. A dynamic threshold yielding optimal results for the particular experimental 
settings was used for each comparison technique. This was done in order to compen-
sate for differences in performance attributable to thresholds instead of techniques. 
All identity-identity scores above a technique’s threshold were considered a match. 
The F‑measure was used to evaluate performance.

	
F -measure

Precision recall

Precision recall
=

( )( )
+

2
,

where Precision = (number of identities assigned correctly)/(total number of identi-
ties assigned); Recall = (number of identities assigned correctly)/(total number of 
identities).

Using these experimental settings, two sets of experiments were conducted. The 
first assessed the scalability of the proposed stylometric similarity detection system 
and comparison approaches in terms of number of traders and number of identities’ 
comments. The second attempted to evaluate the effectiveness of these stylometric 
methods against intentional stylistic alteration and forging/copycatting.

Experiment 1: Scalability

We conducted two experiments to analyze the scalability across traders (experiment 
1a) and identities (experiment 1b). In experiment 1a, scalability across traders was 
evaluated. Each trader’s text was split into two anonymous identities. We used 25, 50, 
100, and 200 traders (i.e., 50, 100, 200, and 400 identities). In experiment 1b, scal-
ability across identities was the focal point. We used 50 traders, with each trader’s text 
split into n anonymous identities. We used 2, 3, 4, and 5 identities per trader (i.e., 100, 
150, 200, and 250 identities total). The details of the number of traders and identities 
used for experiment 1 are presented in Table 4.

Results for Experiment 1a: Scalability Across Traders

Figure 3 shows the F‑measure percentages for 25, 50, 100, and 200 traders (with two 
identities per trader), intended to assess the scalability across traders. Overall, all the 
techniques except PCA performed well. As expected, doubling the number of authors 
and identities decreased performance, however, the decrease was gradual. Writeprint 
had the best performance for all four identity levels. The technique only had approxi-
mately a 3 percent decrease when going from 100 to 200 identities and from 200 to 
400 identities. In contrast, the performance of n‑gram models, K–L similarity, and 
cross entropy fell 6 percent to 7 percent for each such increase.
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Table 5 shows the p‑values for the pairwise t‑tests on F‑measure. For all t‑tests, 
a Bonferroni correction was performed to avoid spurious positives stemming from 
the large number of comparisons. Only p‑values less than 0.0001 were considered 
significant. Because this threshold is considerably lower than a/n, we are confident 
that it ensures the statistical validity of the t‑tests. Because our primary concern is the 
effectiveness of Writeprint coupled with the extended feature set, only p‑values for 
this technique are depicted in Table 5. However, other significant results of interest 
are also reported in the text description below. 

Writeprint significantly outperformed all comparison techniques. The n‑gram and 
Markov models, cross entropy, and K–L similarity techniques significantly outper-
formed PCA for all four settings (p‑values < 0.0001). Furthermore, cross entropy 
significantly outperformed n‑gram and Markov models and K–L similarity when using 
400 identities (p‑values < 0.0001).

Results for Experiment 1b: Scalability Across Identities

Figure 4 shows the F‑measure percentages for 2, 3, 4, and 5 identities per trader (with 
50 traders), intended to assess the scalability across identities. Writeprint again had 

Table 4. Number of Traders and Identities Used in Experiment 1

	 Number of	 Number of	 Words 	C omments
Experiment	 traders	 identities	 (per identity)	 (per identity)

1a (traders)	 25	 50	 11,282	 1,500
	 50	 100	 11,282	 1,500
	 100	 200	 11,282	 1,500
	 200	 400	 11,282	 1,500
1b (identities)	 50	 100	 11,282	 1,500
	 50	 150	 7,521	 1,000
	 50	 200	 5,641	 750
	 50	 250	 4,513	 600

Figure 3. Experiment 1a Results (Scalability Across Traders Using Two Identities per Trader)
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the best performance for all four trader/identity levels. N‑gram and Markov models 
performed worse on this experiment as compared to the trader scalability experiment 
(1a), with 10 percent to 15 percent lower performance on an equal number of total 
identities (see values for 200 identities in experiment 1a and four identities per trader 
in experiment 1b). The results suggest that the number of identities per author has a 
greater impact on performance than the number of authors for these techniques. Per-
haps this is due to the amount of text per identity, which was constant in experiment 
1a and decreased in experiment 1b as the number of identities per trader increased. 
Writeprint, cross entropy, and the K–L similarity method appear more robust against 
smaller amounts of text. This finding is consistent with Novak et al. [39], who also 
found the K–L similarity approach to work almost equally well when dealing with 
two to four aliases.

Table 6 shows the p‑values for the pairwise t‑tests on F‑measure. Writeprint sig-
nificantly outperformed all comparison techniques. This is likely attributable to the 
pattern disruptors effectively differentiating between a larger number of identities per 
author. Cross entropy significantly outperformed n‑gram and Markov models, K–L 
similarity, and PCA for all four settings. This is consistent with prior research, where 
the technique has been shown to be effective when applied to smaller texts [28].

Results Discussion for Experiment 1

In both experiments, Writeprint had the best performance for all trader/identity levels. 
The performance gap widened as the number of traders and identities increased, sug-
gesting that the extended feature set and pattern disruption mechanism incorporated 
by Writeprint allowed improved scalability. The enhanced representational richness 
of Writeprint allowed it to outperform the word (K–L similarity) and n‑gram-based 
techniques (n‑gram and Markov models) while the pattern disruption component al-
lowed improved performance over PCA.

Table 5. p-Values for Pairwise t-Tests on F-Measure (n = 30)

	 Number of traders/number of identities

Techniques	 25/50	 50/100	 100/200	 200/400

Writeprint versus PCA	 < 0.0001*	 < 0.0001*	 < 0.0001*	 < 0.0001*
Writeprint versus 
  n-gram models	 < 0.0001*	 0.1090	 < 0.0001*	 < 0.0001*
Writeprint versus 
  Markov models	 < 0.0001*	 < 0.0001*	 < 0.0001*	 < 0.0001*
Writeprint versus 
  cross entropy	 0.8521	 < 0.0001*	 < 0.0001*	 < 0.0001*
Writeprint versus 
  K–L similarity	 < 0.0001*	 < 0.0001*	 < 0.0001*	 < 0.0001*

* p-values significant at corrected threshold alpha/n = 0.0001.
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Experiment 2: Robustness

We conducted experiments to analyze the robustness of the proposed system and 
comparison approaches against intentional stylistic alteration and copycatting/forg-
ing. For each experiment, we used 50 traders, with every trader’s text split into two 
identities. For each trader, one identity was kept unchanged while the other was altered 
using word substitution or forging. In experiment 2a, intentional stylistic alteration 
was simulated using word substitution and experiment 2b evaluated the impact of 
message forging.

Results for Experiment 2a: Robustness Against Word Substitution

Word substitution is a popular obfuscation strategy because word-based features 
are transparent and more easily modifiable [29]. Altering words with semantically 
equivalent ones using thesauruses is considered a promising technique for stylistic 

Figure 4. Experiment 1b Results (Scalability Across Identities Using 50 Traders)

Table 6. p-Values for Pairwise t-Tests on F-Measure (n = 30)

	 Number of traders/number of identities

Techniques	 50/100	 50/150	 50/200	 50/250

Writeprint versus PCA	 < 0.0001*	 < 0.0001*	 < 0.0001*	 < 0.0001*
Writeprint versus 
  n-gram models	 0.1090	 < 0.0001*	 < 0.0001*	 < 0.0001*
Writeprint versus 
  Markov models	 < 0.0001*	 < 0.0001*	 < 0.0001*	 < 0.0001*
Writeprint versus 
  cross entropy	 < 0.0001*	 < 0.0001*	 < 0.0001*	 < 0.0001*
Writeprint versus 
  K–L similarity	 < 0.0001*	 < 0.0001*	 < 0.0001*	 < 0.0001*

* p-values significant at corrected threshold alpha/n = 0.0001.
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obfuscation [42]. Based on this rationale, we simulated word synonym substitution 
using a thesaurus. For each altered identity, WordNet [15] was used to randomly alter 
n percent of the words with a synonym randomly taken from the synset. We used 20 
percent, 40 percent, and 60 percent as values for n. Table 7 shows the average number 
of alterations per comment for each setting of n and the impact of such alteration on 
an actual comment.

Figure 5 shows the F‑measure percentages for 20 percent, 40 percent, and 60 percent 
word substitution using 50 traders and two identities per trader. Writeprint had the best 
performance against alteration with cross entropy also performing very well. These 
techniques seem more robust against synonymy-based word alteration. N‑gram and 
Markov models and K–L similarity all performed poorly. These techniques’ accuracy 
dropped 50–75 percent with 20 percent synonym alteration. These methods utilize 
character n‑grams and word unigrams, respectively, which may be more susceptible 
to alteration. In comparison, PCA’s performance was more stable. While n‑gram 
and Markov models outperformed PCA by a wide margin when no substitution was 
performed, PCA considerably outperformed these techniques once different levels of 
alteration were introduced.

Table 8 shows the p‑values for the pairwise t‑tests on F‑measure for the experiment 
evaluating robustness against word substitution. Writeprint significantly outperformed 
all comparison techniques. PCA also outperformed n‑gram and Markov models and 
K–L similarity with p‑values less than 0.0001, as previously mentioned. However, 
cross entropy significantly outperformed PCA for all three alteration levels (all p‑values 
< 0.0001). The t‑tests indicate that, once again, Writeprint had the best performance 
followed by cross entropy.

Results for Experiment 2b: Robustness Against Forging

Message forging (also referred to as copycatting) occurs when an individual attempts 
to mimic another user by imitating the user’s writing style [2]. In order to assess 
the impact of forging on stylometric similarity detection of online market feedback 

Table 7. Impact of Different Levels of Word Substitution on an Example Comment

Percent 	 Number of
words 	 alterations
altered	 per comment	 Example comment

0	 0.000	 “Excellent e-bayer!! fast payment, great to 
		  deal with, many thanks!!!”

20	 1.448	 “Superb e-bayer!! swift payment, great to deal 
		  with, many thanks!!!”

40	 2.883	 “Astounding e-bayer!! expedited payment, 
		  lovely to deal with, many thanks!!!”

60	 4.349	 “Awesome e-bayer!! quick payment, wonderful 
		  to interact with, lots of thanks!!!”
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comments, we simulated identities engaging in different levels of message forging. 
In similar fashion to the previous experiment, 50 traders and two identities per trader 
were incorporated, with one of the two trader identities being subjected to different 
levels of forging. For each altered identity, we randomly substituted n percent of the 
identity’s messages with randomly selected messages taken from other author identi-
ties. We used 10 percent, 20 percent, and 30 percent values for n. Table 9 illustrates 
the impact of 20 percent forgery on a set of five comments from an author. In this 
case, one comment out of five (20 percent) is forged with a random comment taken 
from another identity.

Figure 6 shows the F‑measure percentages for 10 percent, 20 percent, and 30 percent 
message forging using 50 traders and two identities per trader. Cross entropy performed 
the best against forging. Writeprint’s performance fell at an increasing rate, especially 
at 20 percent and 30 percent forging. N‑gram and Markov model performance plum-
meted once again when exposed to message forging. PCA was the only technique 

Figure 5. Experiment 2a Results (Robustness Against Word Substitution)

Table 8. p-Values for Pairwise t-Tests on F-Measure (n = 30)

	 Percent alterations

Techniques	 0	 20	 40	 60

Writeprint versus PCA	 < 0.0001*	 < 0.0001*	 < 0.0001*	 < 0.0001*
Writeprint versus 
  n-gram models	 0.1090	 < 0.0001*	 < 0.0001*	 < 0.0001*
Writeprint versus 
  Markov models	 < 0.0001*	 < 0.0001*	 < 0.0001*	 < 0.0001*
Writeprint versus 
  cross entropy	 < 0.0001*	 < 0.0001*	 < 0.0001*	 0.0043
Writeprint versus 
  K–L similarity 	 < 0.0001*	 < 0.0001*	 < 0.0001*	 < 0.0001*

* p-values significant at corrected threshold alpha/n = 0.0001.
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that performed marginally better on the forging experiment (2b) as compared to the 
word substitution experiment (2a).

Table 10 shows the p‑values for the pairwise t‑tests on F‑measure for the experiment 
evaluating robustness against message forging. Writeprint significantly outperformed 
n‑gram and Markov models, K–L similarity, and PCA for most settings. However, 
cross entropy significantly outperformed all other techniques including Writeprint and 
PCA. The improved performance of cross entropy was particularly noticeable at the 20 
percent and 30 percent forging levels. The following section provides an analysis of 
why Writeprint performed poorly on the message forging experiment (2b) as compared 
to the word substitution experiment (2a) while PCA performed marginally better on 
message forging (as compared to word substitution, 2a).

Results Discussion for Experiment 2

We analyzed the impact of word substitution–based alteration and forging on the 
features selected for the altered identities. Because the feature sets are dynamically 

Table 9. Illustration of Impact of 20 Percent Message Forging on Feedback  
Comments

0 percent messages forged	 20 percent messages forged

Another quick & easy transaction, 	 Another quick & easy transaction,
  thanks for your biz!	   thanks for your biz!
Excellent e-bayer!! fast payment, 	 Excellent e-bayer!! fast payment,
  many thanks!!!	   many thanks!!!
A pleasure to do business with, 	 A wonderful buyer. Prompt payment,
  don’t be a stranger!!!	   quick response.
Great to deal with, fast payment.	 Great to deal with, fast payment.
A superb e-bayer!!! A real pleasure 	 A superb e-bayer!!! A real pleasure
  to do business with.	   to do business with.

Figure 6. Experiment 2b Results (Robustness Against Message Forging)
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generated at the group level (PCA) or individual identity level (Writeprint, n‑gram 
model, cross entropy, K–L similarity) for most of our approaches, word substitution 
or forging results in a different feature set as compared to no alteration. Thus, the 
amount of change in the features used by an altered identity as compared to that same 
identity, devoid of alteration, can shed light on the impact of alteration. We analyzed 
this by taking the percentage change in altered/forged feature sets from the feature 
sets used when no alteration/forging was performed. We considered the Writeprint, 
PCA, n‑gram model, cross entropy, and K–L similarity methods. For cross entropy, 
the features were the match lengths. Markov models were not analyzed because they 
use a fixed feature set.

Figure 7 shows the impact of word substitution and message forging on the feature 
sets for the various techniques. Word substitution and forging had a profound impact 
on character n‑gram and word features, resulting in the poor performance of the 
n‑gram models and K–L similarity methods. The cross entropy match lengths also 
changed considerably; however, the magnitude of the changes was not significant. In 
other words, although the cross entropy features changed a lot, the manner in which 
the features are applied is fairly conducive (i.e., insensitive) to word substitution and 
message forging. For example, a change in the lengths from {6, 3, 4} to {4, 5, 6} results 
in 33 percent change in features but only an average match length change of 0.67.

PCA had fewer feature changes for forging as compared to synonym alteration. This 
was attributable to the fact that PCA used a single feature set. Message forging does 
not change the overall text across identities, resulting in minimal change in the feature 
set used by PCA. Consequently, PCA performed better on the forging experiments. In 
contrast, Writeprint features changed marginally for the word substitution experiment 
but considerably more for the forging experiments. This resulted in lower accuracy 
when encountering message forging. For example, the 56.10 percent accuracy for 30 
percent forging can be attributed to the fact that 40 percent of the forged identities’ 
features changed. The following paragraph describes why the Writeprint features for 
the altered identities were generally more effective.

Table 10. p-Values for Pairwise t-Tests on F-Measure (n = 30)

	 Percent forged

Techniques	 0	 10	 20	 30

Writeprint versus PCA	 < 0.0001*	 < 0.0001*	 < 0.0001*	 0.0016
Writeprint versus 
  n-gram models	 0.1090	 < 0.0001*	 < 0.0001*	 < 0.0001*
Writeprint versus 
  Markov models	 < 0.0001*	 < 0.0001*	 < 0.0001*	 < 0.0001*
Writeprint versus 
  cross entropy	 < 0.0001*	 < 0.0001*	 < 0.0001*	 < 0.0001*
Writeprint versus 
  K–L similarity	 < 0.0001*	 < 0.0001*	 < 0.0001*	 < 0.0001*

* p-values significant at corrected threshold alpha/n = 0.0001.
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Figure 8 shows the percentage change in the Writeprint features for character, word, 
and part-of-speech tag n‑grams across the word alteration and forging experiments. For 
the word alteration experiments, the part-of-speech tag n‑grams had minimal change. 
This led to a reduced impact of word synonym substitution on performance. However, 
the forging caused considerably higher change in the identities’ part-of-speech tags 
n‑gram features, resulting in decreased Writeprint performance for experiment 2b.

Conclusions

In this study, we developed a system that can be used for similarity detection of trader 
feedback comments in online markets. Our research contributions are manyfold. We 
developed the Writeprint technique that uses Karhunen–Loeve transforms and a novel 
pattern disruption mechanism to help detect stylistic similarity between traders based 
on feedback comments. We also incorporated a more comprehensive feature set, allow-
ing improved representation of reputation system feedback comments. Experiments 
in comparison with existing stylometric techniques demonstrated the scalability and 

Figure 7. Impact of Word Substitution and Forging on Feature Sets for Various Techniques

Figure 8. Impact of Word Substitution and Forging on Writeprint N-Gram Features
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robustness of the proposed features and technique for differentiating trader identities 
in online markets. The system proposed in this paper was fairly scalable in terms of 
number of traders and identities per trader. The approach was also fairly robust against 
word substitution-based alteration. 

The viability of stylometric techniques that can differentiate between hundreds of 
online traders, coupled with the emergence of large online fraudulent trader databases, 
has several important research implications. Stylometric analysis techniques can 
serve as identity authentication systems in online markets, allowing users to compare 
a potential trading partner against existing fraudulent identities. Such authentication 
could be especially useful considering that most fraudulent traders engage in such 
“opportunistic behavior” repeatedly [9], resulting in many documented identities. In 
the future, we intend to develop such an authentication system that allows individuals 
to compare traders against hundreds of fraudulent identities collected from various 
online resources that have emerged in recent years [9]. Moreover, we intend to further 
enhance the scalability and robustness of the Writeprint-based system using a larger 
number of online traders. We also plan to investigate the effectiveness of contextual 
stylometric models segmented temporally or based on genres, emotions, message 
recipients, or topics.
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