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Abstract

Information and knowledge management in a knowledge-intensive and time-critical environment presents a challenge to
information technology professionals. In law enforcement, multiple data sources are used, each having different user interfaces.
COPLINK Connect addresses these problems by providing one easy-to-use interface that integrates different data sources such
as incident records, mug shots and gang information, and allows diverse police departments to share data easily. User
evaluations of the application allowed us to study the impact of COPLINK on law-enforcement personnel as well as to identify
requirements for improving the system. COPLINK Connect is currently being deployed at Tucson Police Department (TPD).
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1. Introduction
1.1. Law-enforcement information sharing

Successful law enforcement depends upon informa-
tion availability. A police officer on the beat wants to
know if the person being interviewed has been
involved in the previous incidents or is associated with
agang. A detective wants to know if there is a verifiable
crime trend in a neighborhood or whether a vehicle
involved in one incident is linked to other incidents, but

* Corresponding author. Tel.: +1-520-621-4153.
E-mail address: hchen@bpa.arizona.edu (H. Chen).
URL: http://ai.bpa.arizona.edu/.

! http://www.ci.tucson.az.us/police.

itis often difficult to obtain even such basic information
promptly.

The problem is not necessarily that the informa-
tion has not been captured—any officer who fills out
up to seven forms per incident can attest to that. The
problem is one of access. Typically, law-enforcement
agencies have captured data only on paper or have
fed it into a database or crime information system. If
the agency involved has more than one databases
(that are possibly incompatible), information retrieval
can be difficult or time-consuming.

A number of government programs are trying to
address these issues. The Office of Justice Programs
(OJP) Integrated Justice Information Technology Ini-
tiative is using the resources of five bureaus including
the National Institute for Justice (N1J) in an effort to
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improve the effectiveness of the justice information
systems through better information sharing. The NIJ
information sharing initiative is the AGILE program,
which falls under the NIJ Office of Science and
Technology (OS&T) and primarily addresses intero-
perability issues (for more information on justice
initiatives, visit http://www.ojp.usdoj.gov).

In order to better explain the situation, here is an
example scenario.

A crime has occurred at a given address in Tucson.
One of the suspects is a person known by the alias
“baby gangster.” The responding police officer would
like to know more about this person including his real
name, previous involvement with other crimes,
whether he is a member of a gang, and if possible,
see a picture of him. At the Tucson Police Department,
information such as a person’s mug shot (picture) and
involvement in a gang are each stored in separate
databases, which in turn are stored separately from
incident records. The police officer will have to know
how to search information in these separate databases
using different user interfaces. The problem can be
further complicated if this suspect runs away to the
Phoenix area. The police officer would have to call the
Phoenix Police Department and ask to search for this
suspect in their databases. As will be discussed in this
paper, COPLINK Connect addresses these difficulties
by providing easy access to various databases and
providing an infrastructure for information sharing
among various law-enforcement agencies (a distributed
version of COPLINK is being developed but is beyond
the scope of this paper).

1.2. Research test bed and case study: the Tucson
Police Department

The Tucson Police Department (TPD) has
encountered all the problems described in the
previous section. Its information sources have
included at least three distinct systems as shown
in Table 1.

The records management system (RMS) contains
approximately 1.5 million incident record sets. The
criminal information computer (CIC) tracks the
approximately 1200 individuals the department con-
siders responsible for a majority of major crimes.
Each of these systems has a different user interface,
so accessing related information from any two or all

Table 1
TPD information sources

TPD system Contents Database platform
RMS Incident reports Oracle 8
Mug shots Photos taken at time  ImageWare

of arrest, Mugshot
related information
Gang information

Software Sybase

Criminal information MS Access

computer

three has been difficult, cumbersome, and time-con-
suming.

As an NIJ-funded multi-year project, the major
goals for the COPLINK project for TPD are’ the
following.

First, to develop an integrated system to allow TPD
officers easy access to all the information contained in
all three systems.

Second, and perhaps more importantly, to design a
prototype system for use in developing similar sys-
tems at other police departments.

Finally, with the first two goals in mind, to offer a
model for allowing different police departments to
share information easily.

2. Literature review: information sharing and
knowledge management in law enforcement

Database technology plays an important role in
the management of information for a police depart-
ment. Previous research has described organization
of information in a database system that can be
easily searched by officers and other police-depart-
ment staff [13,15,18,19,22,25]. The use of relational
database systems for crime-specific cases such as
gang-related incidents, and serious crimes such as
homicide, aggravated assault, and sexual crimes, has
been proven highly effective [10,20]. Deliberately
targeting these criminal areas allows a manageable
amount of information to be entered into a database

2 Although originally funded by NIJ, COPLINK has received
additional funding from the National Science Foundation (NSF)
under its Digital Government Initiative. Other law enforcement
agencies, including Phoenix Police Department (PPD), have shown
interest in COPLINK. PPD is currently working with the University
of Arizona to develop a prototype system for Phoenix area law
enforcement agencies.
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and, in addition, combines information that exists in
neighboring police districts. Although law-enforce-
ment information is stored in these efficient databases,
various kinds of data sources usually reside in separate
databases. COPLINK addresses this issue by provid-
ing one easy-to-use user interface, through which
various databases can be accessed (e.g. for TPD:
incidents records, mug shots and gang information).

Automated record-management databases rapidly
are replacing paper records of crime and police-report
information. Most mid- and large-sized police agen-
cies have made such systems available to their own
personnel but lack resources that allow efficient trans-
mission of information to other agencies. Criminals
disregard jurisdictional boundaries and, in fact, take
advantage of the lack of communication across juris-
dictions. Federal standards initiatives such as the
National Incident Based Reporting System (NIBRS)
[24] are aimed at providing reporting standards that
will facilitate future reporting and information sharing
among police agencies as electronic reporting systems
proliferate. The current TPD RMS system is not
NIBRS compliant, but both the TPD and PPD are
moving towards NIBRS compliant systems. If
COPLINK’s underlying database system is NIBRS
compliant, COPLINK will be as well.

As the number of agencies that take advantage of
various existing law-enforcement information tech-
nologies expands, the development of useful artificial
intelligence tools continues to progress. Although the
many potential uses of databases, intelligence anal-
ysis and other technologies have yet to be fully
explored [5,6,12], a number of systems currently
serve as information management or intelligence
analysis tools for law enforcement. The following
highlights some of these systems.

* The Timeline Analysis System (TAS) uses visual-
ization and time analysis to examine information and
help analysts visually examine large amounts of
information by illustrating cause-and-effect relation-
ships. This system graphically depicts relationships
found in data, revealing trends or patterns [20].

* Use of expert systems in law enforcement,
includes systems such as those described in Ref. [2]
and AICAMS [3].These systems attempt to aid in
information retrieval by drawing upon human heuris-
tics or rules and procedures to investigate tasks. The
AICAMS project is a collaboration between the Chi-

nese University of Hong Kong (CUHK) and the Hong
Kong Police Force (HKPF). At present, the AICAMS
knowledge-based system still lacks the required pre-
cision for identifying suspects, due to incomplete data
and rule base. AICAMS also includes a component to
fulfill the needs for a simple but effective facial
identification procedure based on a library of facial
components from the HKPF. The system provides a
capability for assembling an infinite number of pos-
sible facial composites by varying the position and
size of the components. AICAMS also provides a geo-
mapping component by incorporating a map-based
user interface. For more information, refer to
AICAMS, http://www.se.cuhk.edu.hk/ ~ aicams.

¢ INFOTECH International, a Tampa, FL-based
company focusing on developing public safety sol-
utions to improve information sharing between law-
enforcement agencies, is hardware-platform inde-
pendent and Windows-based. The goal is to utilize
web-browser and security technology to enable
secure data transmission, mainly through the use of
a public key infrastructure. For more information,
refer to Infotech [14], http://www.sierrawireless.com/
PartnersResellers/mobiletec.html.

e Future Alert Contact Network (FALCON) is a
community policing-based system developed at Char-
lotte, NC. FALCON receives a request, monitors all
incoming records relevant to the request and then
notifies the officer by email or pager when the request
is met. The goal of FALCON is to make the problem
identification function in community policing more
proactive by providing early notification of crime
events based on user requests. FALCON allows officers
to submit simple requests (e.g. notify when three or
more rapes occur), as well as highly complex requests
(notify when an armed robbery occurs at a liquor store
by a white male with a 357 magnum). The system shifts
the data analysis burden away from the officer, elimi-
nating the need to conduct time-consuming searches of
existing databases [9].

¢ Consolidated Criminal History Reporting System
(CCHRS) was developed at Sierra Systems for Los
Angeles County [23]. The criminal justice system and
the supporting information systems in Los Angeles
County had a case-oriented focus, in which information
was organized by arrests, court cases, jail bookings,
probation cases, etc. Frequently, access to an individ-
ual’s complete criminal history was required for setting
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bail, determining charges, releasing prisoners or mak-
ing sentencing decisions. The information systems
available in Los Angeles did not readily support this
required, consolidated view of an individual’s criminal
history. Sierra Systems developed a strategy to retrieve
and display consolidated information to key criminal
justice users without the need to replace the county’s
existing information systems.

Each of the above systems has its own drawbacks.
The systems based on expert systems, for example,
encounter the problem of not having a complete knowl-
edge base. The other systems mentioned usually imple-
ment only a certain aspect of knowledge management
for law enforcement. For example, the Timeline system
provides a visual aid and time analysis component,
AICAMS provides geo-mapping and composes an
infinite number of possible facial composites, Infote-
ch’s goal is to enable secure data transmission, Falcon
provides early notification of crime events to officers,
based on the requests received, and CCHRS retrieves
and displays consolidated information to officers.

The goal of COPLINK Connect is to provide an
integrated solution to law enforcement by allowing
access to multiple databases through one user interface
as well as through information sharing between various
agencies. These aspects will be discussed in the rest of
this paper. Also, work is underway on the integration of
other functions into COPLINK. These include crime
analysis [11,12], geo-mapping, visualization of rela-
tionships, text analysis [1], agent-based collaboration
[4] and distributed COPLINK. These latter aspects are,
however, out of the scope of this paper.

3. Design criteria

The target users of COPLINK are not experienced
IT users, but have pressing, critical information needs.
The design of COPLINK Connect was closely guided
by user requirements acquired through brainstorming
sessions, system demos, structured questionnaires and
interviews.

The main design criteria considered for the
COPLINK project included the following:

¢ Platform independence: Because not all police
departments utilize the same hardware or software,
platform independence was critical.

¢ Stability and scalability: The system also had to
offer room for system growth and expansion.

¢ Intuitive and ease of use: The front-end user
interface should be intuitive and easy to use, yet
flexible to meet the demanding investigative needs
of detectives and officers.

Typical law-enforcement applications usually are
legacy systems having out-dated performance and ca-
pability. For example, TPD’s RMS took 30 s to answer
simple requests and up to 30 min for more complex
queries. Improved response time was critical to restor-
ing departmental efficiency. To ensure application
speed, issues of data and network communication, disk
access and system I/O needed to be addressed. This
also meant carefully distributing logic where it could be
most quickly and efficiently executed, i.e. all user-input
error checking should be done in the front end, and all
database access logic achieved through pre-compiled
stored PL/SQL procedures in the database.

3.1. Data organization and access

Another critical issue, especially in designing a
system that could be deployed across multiple law-
enforcement agencies, was acknowledging that no two
agencies would store their incident data in exactly the
same way. Therefore, it was important to come up with a
data organization design that was flexible enough to be
applied to any underlying data set. The database team
designed a series of standardized “views” that fitted
typical information search and presentation situations.
For example, most of the data in the TPD systems were
related to “Person,” “Location,” “Vehicle,” or “Inci-
dent” information. A set of views was developed for
each of these areas of interest, with the underlying data
sets mapped to those standard views, making the system
more portable to other law-enforcement agencies.

Current law-enforcement data are scattered over
distributed information sources. To find relevant infor-
mation, officers need to know which data sources
contain the information needed, and how to access them.
They have to manually integrate retrieved data, and they
have to know how to use all the different data sources.

COPLINK provides two levels of data integration:

e data integration within the same agency. For
example, at TPD: the RMS system (incident



H. Chen et al. / Decision Support Systems 34 (2002) 271-285 275

records), mug shots, and gang data sources (see
Table 1),

¢ data integration between different agencies: a
distributed version of COPLINK is being devel-
oped. It will operate initially between Tucson and
Phoenix.

COPLINK provides direct access to various data
sources through one graphical user interface. The mug
shots and gang information, for example, each resides
in a different database (each being separated from
RMS that contains the incidents records). COPLINK,
however, provides integrated access to these separate
databases. This integration is very critical for law-
enforcement investigation. Police officers are too busy
and time is usually critical for their investigations.
With the data integration provided in COPLINK, the
officers do not need to access many different systems.

3.2. Search functionality

In designing COPLINK Connect, we made the
decision to limit the scope of searches the system
can perform, to better suit the needs of the officers.
Four types of searches are made available to the user:
person, vehicle, incident, and location (see Fig. 1 in
the appendix). These categories correspond to the
manner in which police officers perform their search.
These four search forms provided in COPLINK
present an analysis template for the police officers’
tasks. Also, police officers prefer to have independent
searches (independent search forms rather than a
combination).

We found through our user studies that officers
often prefer to sort the return results of a search for a
person, by the date of birth since, for example, a
witness can usually guess an approximate age for the
suspect. This feature is provided in COPLINK Con-
nect (see Fig. 3 in the appendix). Alternatively,
COPLINK Connect allows the results to be sorted
by crime type. This is useful when, for example, the
officer is especially interested in a particular crime
type such as stolen vehicles. In this case, sorting by
type of crime allows the information to be found more
easily (see Fig. 5 in the appendix). These design
decisions were made after extensive user requirements
acquisition effort, and the corresponding functional-
ities are provided in COPLINK.

3.3. User interface

The user interface was also designed by conform-
ing to the police officers’ expressed needs. Police
officers often conduct searches based on incomplete
information (e.g. partial license plate number, partial
name). Support for this partial matching is built into
COPLINK Connect.

Police officers often need to document the man-
ner in which they have drawn a conclusion. This
document is used in legal proceedings to justify
subsequent actions. The search history window is
designed to address this need (see left-most panel in
the screen shots given in Figs. 2—6. The search
history can be printed and presented in court. The
search history also allows an efficient way for
officers to review their own search scenarios. In
addition, the search logs can be used as training
cases for new police officers.

3.4. System architecture

Ease of installation, maintenance, system extensi-
bility and cost effectiveness are important issues for
law enforcement. Law-enforcement IT departments
are usually under staffed and do not have time to
update the application. Its user interface has to require
minimum training (point and click). The current
system architecture was designed for low mainte-
nance, ease of installation and extensibility while
keeping the cost low.

4. Graphical user interface for COPLINK Connect:
an example

The graphical user interface (GUI) for the
COPLINK Connect Application is shown in Figs.
2—6. The actual information has been altered to
maintain data confidentiality. The Java front-end con-
sists of two major parts, the input and display of data
and the processing of information. Working closely
with TPD officers, the COPLINK team first made
low-fidelity, paper prototypes of the screens used to
obtain feedback on the display and organization of the
information. These were used to modify the design
and functionality of the interface. Display of results
was important to the front-end. We learned that a
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user’s idea of what constitutes a manageable and
intuitive display varied with the query type and some-
times required formatting in a different way. We
responded by creating a dynamic text table, using
the Java API to make the interface more flexible. The
figures given in the appendix (Figs. 2—0) illustrate a
sample scenario in which an officer used the
COPLINK Connect to search for information.

5. User evaluation for COPLINK Connect
5.1. Study design and results

A usability evaluation was conducted to assess the
achievement of a number of the goals that guided the
design and development of the COPLINK Connect.
The series of items that comprised the usability
questionnaire were based upon a number of widely
used measures [7,8,16,17,21]. Items on the question-
naire used to assess and compare the COPLINK and
RMS systems were based upon user perceptions of
such widely used measures of usability as: effective-
ness (impact of system on job performance, produc-
tivity, effectiveness of information, and information
accuracy), ease of use (measures of effort required to
complete a task, ease of learning how to use the
application, ability to navigate easily through the
different screens, and satisfaction with the interac-
tion), and efficiency (speed of completing tasks,
organization of the information on the screens, ability
to find information and the interface design itself).
Individual items and reliabilities for each variable are
provided in Appendix A.

Benchmark levels from TPD’s current RMS sys-
tem for all three usability factors were established and
compared with those from COPLINK Connect. In
addition to written questionnaires, observation of the
data collection methods and structured interviews
were used both to supplement findings and to provide
feedback for further development efforts. In the struc-
tured interviews, participants were asked about ways
in which they thought RMS was better than
COPLINK, ways in which COPLINK was better than
RMS, how they would use COPLINK in their jobs.
They also were asked to report changes or additions
that they would make to COPLINK as well as any
suggestions regarding the visual aspect of COPLINK.

A group of 52 law-enforcement personnel was
recruited to participate in this study. Participants
represented a number of different job classifications
and backgrounds (e.g. time at TPD, comfort level with
computers, etc.). The data collection sequence was as
follows. Initially, all subjects were asked to complete
a pre-interaction questionnaire, establishing demo-
graphic background and prior level of computer
experience (in general and with the current RMS
system). Participants were then given a questionnaire
that targeted the perceived usability of the current
RMS system. After a brief introduction to the
COPLINK Connect application, subjects were asked
to complete at least two search tasks (stating the goal
of each task) using COPLINK Connect. As partici-
pants accomplished these tasks, asking them to think
aloud allowed us to collect process data. After a
usability questionnaire on COPLINK Connect had
been completed, a brief interview on the COPLINK
Connect experience concluded the study.

Both interview data and survey-data analyses sup-
port a conclusion that use of COPLINK Connect
provided improved performance over use of the
current RMS system. For all three measures, partic-
ipants rated COPLINK significantly higher than they
rated RMS. Table 2 presents the mean differences in
COPLINK and RMS usability ratings.

In addition to statistical data, these findings are
supported by qualitative data collected from partic-
ipant interviews. Comments collected from interviews
indicate that COPLINK Connect was rated higher
than RMS in terms of interface design and perform-
ance as well as functionality. The general themes that
emerged from the interviews also can be categorized
into factors of speed, ease of use, interface, and
information quality.

Participants indicated that the quality and quantity
of information from COPLINK Connect surpassed
those of RMS. In a review of current RMS practices,

Table 2
Mean differences for COPLINK and RMS usability ratings
Variables COPLINK RMS F (1,45)
M (SD) M (SD)

Effectiveness 4.1 (0.5) 3.6 (0.6) 24.4*
Ease of use 4.1 (0.4) 3.5(0.7) 43.1%*
Interface design 4.1 (0.4) 3.1 (0.7) 70.1*

* p<0.001.
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a number of detectives and officers were actually
unable to use RMS but were able to use COPLINK
Connect to conduct searches. It is evident from this
research study that COPLINK Connect allowed a
population of TPD personnel to access information
that would have been quite difficult for them to have
acquired using the RMS system. From both the
questionnaire and the interview data collected from
this evaluation, it is evident that many participants
rated the information found in COPLINK more useful
than the information in RMS. This finding is very
interesting, because most of the information contained
in COPLINK have been taken from RMS.

COPLINK’s ability to allow the user to structure
his/her query results by selecting from a number of
fields is an important strength of the system. Being
able to sort query areas allows users to organize the
results meaningfully in the context of a specific search
task. Cases are organized in RMS by date. COPLINK
Connect, on the other hand, allows users not only to
organize by date but also to sort by crime type or even
team and beat. Patrol officers who participated in the
study indicated that the availability of COPLINK
Connect at substations (within their individual areas)
or in patrol cars would greatly improve on-the-street
access to information that currently is unavailable
there. In particular, they stressed the importance of
being able to use mug shots to determine identity
quickly. One patrol officer related an incident in
which he apprehended a suspect he believed to be
wanted for prior criminal activity. Using RMS, the
only way the officer could verify the identity of the
suspect was to take the person physically to down-
town headquarters and have the identification office
check his fingerprints. The patrol officer indicated that
had he had COPLINK Connect, either in the patrol car
or at one of the local substations, he could quickly and
easily have verified the person’s identity by checking
mug shots on file as well as current case information
on the ‘wanted’ person.

Users participating in a follow-on study received a
journal to document their search queries and com-
ments for system improvement. Included on the
journal sheets were seven measures. We received 23
journal sheets for analysis. Analysis of the specific
goals for each response indicates a number of inter-
esting issues regarding the users’ perceptions of the
COPLINK system.

A number of journal entries were affected by
machine performance of participants using lower
end machines, resulting in problems in interface
performance (i.e. performance issue with JAVA). A
number of searches were rated lower because partic-
ipants were searching for functionalities or informa-
tion not included in COPLINK.

Another important issue that affected the effective-
ness and efficiency of COPLINK is training and
familiarity with COPLINK. Some participants indi-
cated having problems with partial searching as well
as understanding the information returned from the
system. These issues could have been dealt with by
proper training.

These analyses indicate a number of important
issues for future development as well as implementa-
tion and deployment. We need to revisit the additional
functionalities and information that users have
requested. In the deployment and implementation of
COPLINK, we need to focus on establishing mini-
mum system requirements so that we can identify
which low end machines will have problems running
COPLINK. Finally, we need to establish formal train-
ing mechanisms and support for user training.

5.2. Sample cases and user feedback

During the time of user evaluation, use of
COPLINK Connect had led to the investigation of
cases that would otherwise not been picked up, and
contributions to making multiple arrests. During
interviews and in journals, users shared with us
stories and examples of real cases they investigated
using COPLINK Connect. We are continuing to
follow up on a number of cases pending further
investigation. The following are four examples of
such cases.

The Case: A detective in the auto theft division was
trying to find information on a suspect who stole a
vehicle from his employer. The detective had searched
for the name (“O’Kene * *) on the Records Manage-
ment System and got no return.

Using COPLINK Connect: After entering the same
name in COPLINK and getting no return, the detec-
tive conducted a COPLINK Connect partial search by
entering (“Ok”). He found an individual with the

"
Not real name.
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name “O’Kane” who had the same date of birth as his
suspect. After looking in the person’s details, the
detective realized that the officer who wrote the case
report misspelled the suspect’s last name O’Kene
instead of O’Kane. In addition, he found information
on the suspect’s girlfriend, including an address and
phone number.

Current case status: The suspect is being sought
for arrest.

User comments: With COPLINK Connect, you can
enter partial info and get returns you cannot get
without perfectly complete information in RMS. If I
had not had COPLINK Connect, investigating this
case would have been quite difficult and most likely
would have been dropped.

The Case: An officer in the Surveillance Division
was working on a residential burglary. The officer had
limited information on a suspect (first name, last
name, and an approximate DOB).

Using COPLINK Connect: After conducting a
name search in COPLINK Connect, in seconds, the
officer had the suspect’s current address, and was able
to see the suspect’s prior offences for larceny in
Tucson.

Current case status: The individual was put under
surveillance and arrested while committing another
burglary.

User comments: The speed of the COPLINK Con-
nect search was extremely vital in this case due to
time constraints. Cases such as this one, where such
information is gathered “on the fly”’, comprise about
90% of the cases that I work on, so being able to get
information quickly is really important.

The Case: An auto theft case in which an associate
(boyfriend) stole a woman’s car.

Using COPLINK Connect: A sergeant in auto theft
conducted a name search with COPLINK Connect on
the associate. This individual’s name came back with
prior offenses involving shootings and auto theft, as
well as gang affiliation.

Current case status: The case was assigned to a
detective for further investigation.

User comments: Normally, due to the high level of
auto theft cases, and the relatively low number of
available detectives, if a case does not stand out as
being able to be solved easily or has another element
that makes it attractive to investigate, the case will be
dropped. If I had not used COPLINK (Connect), I

would have literally thrown away this case due to its
very nature.

The Case: A highway robbery case where three
males robbed two girls.

Using COPLINK Connect: A crime analyst as-
signed to the case used COPLINK Connect to find
suspects’ prior offenses, addresses, and associates.

Current case status: Two males have been arrested,
another is still a suspect.

User comments: The ability to search quickly makes
it easier to find information. In general,  use RMS as a
supplement to COPLINK for purposes of TPD related
research. I find COPLINK to be more user friendly. The
fact that there are mug shots helps immensely. Without
those, I need to go physically to another terminal in
another room to run that person for a photo. Also, when
I need a photo for a bulletin or other document, I simply
save the ‘person’ screen and crop the image. I then
insert that image into the document I am working on.
This still results in a time-savings over going to another
computer. I like the fact that you can sort entries in any
of the tables. I find the data retrieved, while identical to
RMS, easier to read and decipher.

5.3. Current status

Since our initial user study in 1999, the COPLINK
Connect application has gone through a few iterations
based on feedback from our users. In Spring 2001,
COPLINK Connect was formally deployed at TPD.
Currently, there are about 500 COPLINK Connect
users in TPD, covering almost all TPD job classifica-
tion and ranks. The user receptivity has been over-
whelmingly positive.

A distributed COPLINK Connect application for
TPD and 15+ other law-enforcement agencies in the
Phoenix area is under development. Using a similar
three-tier web-based architecture, we are anticipating
an Arizona-wide solution in Fall 2002.

6. Areas for improvement

In spite of all the advantages COPLINK Connect
offers (as discussed in the previous sections), we still
see some areas for improvement.

* COPLINK Connect was designed and devel-
oped mainly for use by police officers. Other users
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such as detectives and crime analysts have needs
that go beyond what Connect offers. For example,
there is a need to perform sophisticated searches and
to find links (relationships) between various entities
(e.g. different suspects or victims, a stolen vehicle,
etc.). This has motivated the development of
COPLINK Detect [12]. The target users of Detect
are detectives and crime analysts. Crime analysis is
based on creating associations and linkage between
various entities involved in a crime. Using Detect,
investigators can find links between known entities
(e.g. victim or suspect) and other objects (e.g. stolen
vehicle, suspect from a different incident, etc.).
Detect allows for entry of multiple criteria for a
search (e.g. combination of people, vehicles, etc. and
their linkages). Connect was intentionally designed
to be simple in use by police officers. Detect was
designed to be more powerful for use by detectives
and crime analysts. These decisions were based on
extensive user studies.

¢ Selecting an appropriate system architecture can
be difficult. Issues such as stability and maturity of the
emerging open-standard technologies and protocols
need to be carefully examined.

* Police officers spend a lot of time on the streets
investigating crimes. To accommodate this mobility,
wireless access is important. We are currently study-
ing wireless access to COPLINK.

¢ Geographical locations play a central role in law
enforcement. It would be of value to the police
officers if the results of COPLINK Connect could
be displayed on a map. Work is under way to develop
a geo-mapping component for COPLINK [1].

¢ Our user requirements studies have also shown
that officers and detectives would like to share infor-
mation search experience with other team members.
We are currently working closely with law-enforce-
ment personnel to develop a collaboration component
for COPLINK [4].

7. Future directions for COPLINK

Large collections of unstructured text as well as
structured case-report information exist in police
records systems. These textual sources contain rich
information for investigators that are often not captured
in the structured fields. We have recently started to

explore the development of textual mining approaches
that support knowledge retrieval from such sources for
law enforcement [1]. In order to perform a fine-grained
analysis for law-enforcement content, we will be inves-
tigating the development of linguistic analysis and
textual mining techniques that make intelligent use of
large textual collections in police databases.

Several Internet research projects have shown the
power of a new “agent”-based search paradigm. In
addition to supporting conventional searches per-
formed by users, search agents allow users automati-
cally to establish search profiles (or create profiles for
users) and extract, summarize, and present timely
information content. We believe such a proactive
search agent is well suited to use by investigative
personnel in law-enforcement agencies. Search agents
for law enforcement can support conventional search-
ing techniques, and be profiled for specific investiga-
tions. We plan to develop a personalized law-
enforcement search agent that will support wide
expansion in connectivity and information sharing
between police agencies.
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Appendix A. Scale items and Cronbach alpha
reliabilities of usability measures (1=strongly
disagree, S=strongly agree)

Measures and items Reliability
(@)

Effectiveness

RMS 0.89

COPLINK 0.90

(1) The information provided by the
system is effective in
helping me complete my task.
(2) Using this system improves my
job performance.
(3) Using this system in my
job increases my productivity.
(4) Using this system enhances my
effectiveness on the job.
(5) 1 am satisfied with the accuracy of
this system.

Ease
RMS 0.90
COPLINK 0.85

(1) Overall, I'm satisfied with how
easy it is to use this system.

Appendix A (continued)

Measures and items Reliability

(%)

(2) This system is NOT simple
to use. (reverse coded)
(3) Learning to operate this system
was easy for me.
(4) My interaction with this
system is clear and understandable.
(5) It is easy to learn to use this

system.
Interface
RMS 0.92
COPLINK 0.90

(1) The interface of the system is
pleasant to look at.
(2) I like using the interface of the system.

(3) Navigation through the system screens
and menus is easy and intuitive.
(4) The organization of information
on the system screen is clear.
(5) The sequence of the system screens
is confusing to me. (reverse coded)
(6) It is easy to find information I need
on the system screen.
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An officer wanting to know more about a particular incident or person can enter a query in the search
Jorm, query further through the summary table to see details about a person, or select an incident from the
incident summary table to view on the case details summary screen. In previous screens, information could
be displayed in formatted rows, but a more dynamic display was needed. For example, mug shots needed to
be displayed both as person details and on the case-details screen. To accommodate this feature, screens
have been laid out in clusters, grouping information for easier understanding. This in turn required
manipulating the data retrieved and capturing pictures from the database, a problem solved by
constructing a cyclical procedure that would loop through the data and build a hierarchical tree. We
could then apply display patterns to the nodes of the tree, navigate the tree and place the information on
the screen.

Fig. 1. Screen flowchart.
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Figs. 2—6: Sample scenario: An officer is trying to identify a suspect involved in an automobile theft. A confidential
informant has reported that the suspect goes by the street name “Baby Gangster”, is about 20 (probably born in 1979),

and is around 5 3" tall.
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Fig. 2. COPLINK Connect Search Screen. The officer can choose one of the four types of information upon which to search: Person, Location,
Incident, or Vehicle. The officer selects the Person search screen and enters “baby g” in the COPLINK Connect system. Note the left panel
history screen, which keeps track of the user’s searches.

[&% COPLINK [ (O[]
Fie Go Help
Back PERSON SUMMARY TABLE
sy : : Number of Hits - 58
Search Person baby g
Incidents | Name | Details | DOB HT | WT | GANG Mugshot | |
Person R 23 |BABY GIRL, - (Alias) SeeDefails 19711019 AVAILABLE -
BABY G, - | SeeDetails 19720000
Location /& | 19 BABY G, - (Alias) SeeDetails | |19720227 AVAILABLE
8 |BABY GIRL, - (Alias) | SeaDetalls ™ 119720531 I |
|_;_' 1 BABY G, - |SeeDefails 19740000 505 [180
E |BABY G, - (Alias) | SeeDetails | 19740221 AVAILABLE
6 BABY G, - (Alias) SeeDetalls 19740418 AVAILABLE
Vehicle (=% |1 BABY G, - (Aliag) | See Defails 19750000
7 BABY G, - (Alias) SeaDetails | 19750511 AVAILABLE
28 |BABY G, - (lias) SeeDefails 19750513 AVAILABLE
2 BABY G, - (Alias) | SeeDetails | [19751112
1 BABY G, - (Alias) SeeDetals 19751112 AVAILABLE
1 BABY GIRL, - (Alias) | SeeDetalls 19760000
25 BABY G, - (Aliag) SeaDetalls 19761015
25 |BABY GANGSTER, - (Allas) | SeeDefails " 19761015
1 BABY G, - (Alias) |SeeDefails 19770000
2 |BABY G, - (Alias) | SeeDetails 19770930
[ BABY GIRL, - (Alias) SeeDetalls 19781128
38 BABY G, - (Alias) | Sea Details 19790202 AVAILABLE
19 BABY G, - (Alias) SeaDefails 19790403 AVAILABLE
19 BABY GANSTER, - (Alias) SeeDefails 19790403 AVAILABLE
19 BABY GANGSTER, - (Alias) | Ser Details -, 19790403 502 | 110 AVAILABLE
|BABY G, - (Alias) SeeDefails * |19790526
16 BABY GIRL, - (Alias) | SeeDetails 19790908
16 BABY GIRL, - (Alias) SeaDetalls 19790918
22 |BABY GIRL, - (Alias) | SeaDetails ™ |19600207
1 BABY GIRL, - (Alias) | SeeDefails 19800305
2 |BABY GIRL, - (Alias) | SeeDetails 19800519
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- 2 BABY GIRL, - (Alias) | See Details 19810112
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Fig. 3. Person Summary Screen. The system returns 58 listings referring to “baby g;” (all of the returns include the name “baby g).” The
system permits sorting by any of the column headings in the table. The officer chooses to sort by date of birth and finds an entry for “baby
gangster,” born in 1979, whose height is 5’ 2”. The officer then clicks on the “See Details” button to find out more about this particular “Baby

Gangster”’.
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24 COPLINK HE B
File Go Help
=& pack| PERSON DETAILS
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Berson ﬂ | Inciclent Summary Sereen
Location g3 Neme:  JONSENMARI v
- DOB: 19790403
Inclent Qr_r[ Address: 100 W CALLE ANTONE , TUCSON, AZ
Vehicle (= Ref: Case 9711260432
J— Fhone #:
SiD: 100620898 Ht: 502
FBI: Wt 10
Mug.  201006M Hair: BLK
Eyes: BRO
Aliases L.Name F.Name DoB
1. BABY G - 19790403
2. BABY GANSTER - 19790403
3. JONSE MARIA 19790403
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5. JONSON VANESSA M 19750403
6. JONSEN VANESSAM 19780403
7. JONSON  VENESSA 19790403
41 L':J 8. JONSON VANESSAM 19790403

Fig. 4. Person Details Screen. This screen contains personal information about the selected person, including real name, latest description
information, latest home address, other identifiers that the person may use, and a mug shot, if available. The officer now has a real name of a
person who matches the description of the possible suspect he was given. The officer then decides to go to the incident summary screen to get an
idea of the cases in which this person has been involved.
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Fig. 5. Incident Summary Screen. This screen displays all the incidents in which the selected person has been involved. The officer sorts by
crime type, looking for cases of stolen vehicles (0701) and finds the suspect has been involved in four such incidents, either as a suspect or as an
arrestee. The officer selects Case #9711250126 to look at the actual case information.

[10] B. Fazlollahi, J.S. Gordon, CATCH: computer assisted tracking
of criminal histories system, Interfaces 23 (2) (1993) 51-62.

[11] R.V Hauck, H. Chen, COPLINK: a case of intelligent anal-
ysis and knowledge management, Proceedings of the 20th
Annual International Conference on Information Systems,
’99, Association of Information Systems, Atlanta, 1999, pp.
15-28.

[12] R.V. Hauck, H. Atabakhsh, P. Ongvasith, H. Gupta, H. Chen,
COPLINK concept space: an application for criminal intelli-
gence analysis, IEEE Computer Digital Government Special
Issue 35 (3) (2002) 30-37.

[13] M.J. Hoogeveen, K. Van der Meer, Integration of information
retrieval and database management in support of multimedia
police work, Journal of Information Science 20 (2) (1994)
79-87.

[14] Infotech, http://www.sierrawireless.com/PartnersResellers/
mobiletec.html.

[15] C. Lewis, Police information technology, GEC Review 9 (1)
(1993) 51-58.

[16] J.R. Lewis, IBM computer usability satisfaction question-
naires: psychometric evaluation and instructions for use, Inter-
national Journal of Human—Computer Interaction 7 (1) (1995)
57-78.

[17] H.X. Lin, Y.Y. Choong, G. Salvendy, A proposed index of a

usability method for comparing the relative usability of differ-
ent software systems, Behaviour and Information Technology
16 (4/5) (1997) 267-278.

[18] J. Lingerfelt, Technology as a force multiplier, Proceedings of
the Conference in Technology Community Policing, National
Law Enforcement and Corrections Technology Center. Avail-
able: http://www.nlectc.org/txtfiles/confrpt.txt (1997).

[19] B. Miller, Searchable databases help Missouri solve crime,
Government Technology 9 (8) (1996) 18—19.

[20] L. Pliant, High-technology solutions, The Police Chief 5 (38)
(1996) 38—-51.

[21] B. Rocheleau, Evaluating public sector information systems:
satisfaction versus impact, Evaluation and Program Planning
16 (1993) 119-129.

[22] K. Schellenberg, Police information systems, information
practices and individual privacy, Canadian Public Policy—
Analyse de Politiques 23 (1) (1997) 23-39.

[23] Sierra, Consolidated Criminal History Reporting System,
http://www.sierrasys.com/client/success/cchrs.asp (1997).

[24] United States Department of Justice, Uniform Crime Report-
ing: National Incident-Based Reporting System, Data Collec-
tion Guidelines, vol. 1 (1998).

[25] J. Wilcox, IT-armed officers fight gangs, Government Com-
puter News, State and Local 3 (12) (1997) 19-20.



284 H. Chen et al. / Decision Support Systems 34 (2002) 271-285

p=4 COPLINK |_[=2] x]
File Go Help
= | & pack| CASE DETAILS
haby g
tails BABY GANGSTER, - (Al:
prdetails Incident Agency TPD Case# 0711250126 Date 19971125 Time 80221
Incidents Case 9711250126
Tyne 0701 Location 6300 S SANTA CLARA AV Hsirt
i Team 1 Beal
FRIOFF 88730 CASSIE MICHELLE
PERSONS
1. Name ROMERY, ELLYNH DOB 19580821 Role  VICTIM
Address 6300 5 SANTA CLARA AV 86, TUCSONAZ
Age 39 Race Sex F
Hair Eyes Hat Wigt
Mug - FBI SID
2 Name JONSON,MARI V DOB 19790403 Role ARREST

Age 18 Race
Hair BLK Eyes
Mug 201006M FBI
Type BK Br#
Sre ARS Charge

Date 19971126 Typ/Cls

4] _I_'l;I

Address 100W CALLE ANTONE  TUCSONAZ

Sex F
Hot 502 Wot 110
SID 100620998

Cir# Court  JPO1

Fig. 6. Case Details. The case details screen provides information regarding the specific case, including location of the crime, the primary officer on
the case, details about each person involved in the incident and their arresting information if applicable, and vehicles involved. The officer
concludes that this person is indeed a suspect in his case and should be located for interrogation. Using the History Screen on the left panel (far left
hand side of the screen shot) and clicking on the Person Details to return to that page, the officer asks for a printout of the home address and a mug
shot. Before finishing, the officer saves the history file, providing a log of the automobile theft case search that was conducted during this session.
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