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Abstract

Dynamic criminal network analysis is important for national security but also very challenging.
However, little research has been done in this area. In this paper we propose to use several
descriptive measures from social network analysis research to help detect and describe changes
in criminal organizations. These measures include centrality for individuals, and density,
cohesion, and stability for groups. We also employ visualization and animation methods to
present the evolution process of criminal networks. We conducted a field study with several
domain experts to validate our findings from the analysis of the dynamics of a narcotics network.
The feedback from our domain experts showed that our approaches and the prototype system
could be very helpful for capturing the dynamics of criminal organizations and assisting crime

investigation and criminal prosecution.

1. Introduction

In intelligence and law enforcement domains investigators have long used “networks” to refer to
criminal or terrorist organizations. This is because offenses such as terrorist attacks, narcotic
trafficking, and armed robbery depend, to a large extent, on the collective efforts of multiple,
interrelated individuals. When analyzing such crimes investigators not only examine the
characteristics and behavior of individual offenders but also pay much attention to the

organization, structure, and operation of groups and the overall network. Knowledge and insights



gained from these analyses may help intelligence and law enforcement agencies identify the
target offenders for removal or select effective strategies to disrupt a criminal organization.

Although it is promising, criminal network analysis faces many challenges especially when
a criminal organization’s dynamic nature is taken into consideration. A criminal organization is
not a static system but keeps changing over time: members may leave or join the network; they
may change their roles, gain more power, or lose power; relations may form among members or
dissolve; groups may merge or split; the overall network may evolve from a centralized,
hierarchical structure to a decentralized, flat one or vise versa. All these changes add high
complexity to the analysis. Unfortunately research in criminal network analysis is rather scarce,
let alone dynamic network analysis. It is a pressing need to identify appropriate methodologies
and techniques to capture dynamic patterns of criminal networks, thereby aiding crime
investigation and disruptive strategy selection.

In this paper we propose to employ several quantitative methods and measures from the
area of social network analysis (SNA) to study the dynamics of criminal networks. These
measures and methods can be used to detect and describe the changes in network members’
individual characteristics and social roles (e.g., leader and gatekeeper) and capture the dynamic
patterns of group membership and structure. In addition, we employ the animation method to
visualize the evolution of a criminal network in terms of its changes in members, relations,
groups, and the overall structure. In order to evaluate the usefulness of the proposed quantitative
methods and the visualization approach, we conducted a field study and asked domain experts to
validate the findings from our analysis of the evolution of a narcotics network.

The remainder of this paper is organized as follows. Section 2 briefly introduces the

research background. Section 3 reviews SNA literature regarding the methods and visualization



techniques for analysis of network dynamics. Section 4 proposes the quantitative methods and
visualization approach. The evaluation results from the field study are presented in Section 5.
Section 6 concludes the paper and discusses future research directions.
2. Research Background
A criminal network is primarily a social network in which individuals connect with one another
through various relations such as kinship, friendship, and co-workers. Research has recognized
SNA as a promising methodology to analyze the structural properties of criminal networks [23,
26, 35]. SNA was originally used in sociology research to extract patterns of relationships
between social actors in order to discover the underlying social structure [38, 39]. A social
network is often treated as a graph in which nodes represent individual members and links
represent relations among the members. The structural properties of a social network can be
described and analyzed at four levels: node, link, group, and the overall network. SNA provides
various measures, indexes, and approaches to capture these structural properties quantitatively.
There have been some empirical studies that use SNA methods to analyze criminal or
terrorist networks. For instance, based on archival data, Baker and Faulkner analyzed the
structure of an illegal network depicting a price-fixing conspiracy in the heavy electrical
equipment industry. They find that individual centrality in the network, as measured by degree,
betweenness, and closeness [17], is an important predictor of an individual’s possible
prosecution [1]. Krebs relied on open source data and studied the terrorist network centering
around the 19 hijackers in 9/11 events. He found that Mohamed Atta, who piloted the first plane
that crashed into the World Trade Center, had the highest degree and acted as the ring leader of

the network [23]. Xu and Chen employed clustering, centrality measures, blockmodeling, and



multidimensional scaling (MDS) approaches from SNA to study criminal networks based on
crime incident data [41]. The system they developed can also visualize a network and its groups.

However, all these studies are static analysis in which data is collected at a single point in
time and the snapshot of a criminal network is generated and studied. The dynamics in network
nodes, links, groups, and the structure are ignored. How does an individual acquire a central
position in a network and gain more power over time? Do relations between individuals become
stronger or weaker? How does a group’s membership or structure change? What do these
changes imply about the future of the network? With a static point of view, many of these
important questions regarding the development and evolution of criminal networks remain
unanswered.

In order to address these questions we propose to use a set of methods and measures from
SNA to describe and capture patterns of changes in criminal networks. In addition, visualization
and animation are used to present network dynamics.

3. Literature Review

In this section we review related SNA research about dynamic network analysis and
visualization.

3.1 Analyzing social network dynamics

Recently, the research on social network dynamics has received increasing attention. However,
there has not been a consensus on what analytical methods to use [4, 14, 27]. Research uses
various methods, measures, models, and techniques to study network dynamics. Doreian and
Stokman classified existing approaches into three categories: descriptive, statistical, and

simulation methods [15].



3.1.1 Descriptive methods

The purpose of descriptive analysis is often to detect structural changes in social networks and
test how well a sociologic theory is supported by empirical data. With descriptive methods,
structural properties of a social network are measured by various metrics and indexes and
compared across time to describe the dynamics in nodes, links, or groups in the network. Little
research has been found which studied the dynamics at the overall network level.

Node level measures often focus on changes in individuals’ centrality, influence, and other
characteristics. To study how an individual’s social position relates to his or her technology
adoption behavior, Burkhardt and Brass studied a communication network of 94 employees of an
organization at four time points after a new computerized information system was deployed [3].
They found that the centrality (degree and closeness) and power of early adopters of new
technology increased over time. Using Newcomb’s classic longitudinal data [28], Nakao and
Romney measured the “positional stability” of 17 new members in a fraternity during a 15-week
period [27]. For each week, these individuals were mapped into a two-dimensional MDS
diagram based on their relational strength. As individuals may change their positions over time,
the lengths of their paths of movement were calculated with a short path indicating a high
positional stability. The positional stability index was used to examine how popular and
unpopular individuals differ in the speed with which they found their appropriate social groups.
In the area of citation analysis where an author citation network is treated as a social network,
centrality type metrics have been used to trace the dynamics of authors’ influence on a scientific
discipline. For example, an author citation network in information science during 1972-1995 was
studied in [40]. A centrality index is calculated based on an author’s mean number of co-citations

with other authors. This index is used to reflect the changes in the author’s influence over time.



Link stability in terms of link breaking and replacement rate was analyzed in several inter-
organizational network studies. Ornstein examined the interlocking relations among the 100
largest Canadian companies between 1946-1977 [30]. He calculated the percentage of relations
that were previously broken but later restored and used that to test whether the network was
dominated by planned liaisons. Similarly, Fennema and Schijf used “chance of restoration” to
identify a stable set of interlocking relations among companies across several countries [16].

To describe group level dynamics, research has focused on group stability and group
balance processes. To analyze group balance processes, Doreian and Kapuscinski used
Newcomb’s fraternity data [28] to measure relation reciprocity, transitivity, and imbalance
across the 15 weeks [14]. Results for each week were then plotted to study the trend of group
balance over time. Group stability is defined in Nakao and Romney’s study as the similarity
between the two sociomatrices representing the same group at two different points of time [27].
In citation analysis, Small proposes a “Cluster Stability Index”, which is defined as the number
of common elements in two clusters divided by the total number of elements in the two clusters
[32]. By calculating this index between two similar clusters in two successive time periods, it is
possible to quantify the stability or continuity of a scientific field as represented by a group of
authors [2].

3.1.2 Statistical Methods

Statistical analysis of social network dynamics aims not only at detecting and describing network
changes but also at explaining why these changes occur. With statistical methods, structural
changes are assumed to result from some stochastic processes of network effects such as
reciprocity, transitivity, and balance [34]. In this type of analysis, links are modeled as random

variables that can be in different states (e.g., positive, negative, or neutral) at different time. The



purpose is to examine which network effect fits the empirical data and better accounts for the
observed structural changes.

Discrete or continuous Markov models are often used in statistical analysis. The most
important property of a Markov model is that the future state of a process is dependent only on
the current state but not on any previous state [25, 33, 34]. The process is governed by a
transition matrix, which contains the conditional probabilities of changing from the initial state to
the current state, and the intensity matrix whose elements are transition rates [19, 25]. For
example, Leenders used continuous time Markov models to examine three effects (gender
similarity, reciprocity, and proximity) on children’s choices of friendship over time [25]. By
comparing the three resulting models’ goodness-of-fit, he found that gender similarity was the
most important criterion for children to choose a friend. Snijders applied a continuous time
Markov model to Newcomb data [28] and found that both reciprocity and balance have
significant effects on the structural changes in the fraternity network [33]. The advantage of
Markov models is that they can be statistically tested. However, it is often difficult to estimate
the parameters of the models.

3.1.3 Simulation Methods

Unlike descriptive or statistical methods, which examine social network dynamics quantitatively,
simulation methods rely on multi-agent technology to analyze network dynamics. In this method,
members in a social network are often modeled and implemented as computer agents who have
the abilities to behave and make decisions based on certain criteria. The collective behaviors of
all members in a network will determine how the network evolves from one structure to another.

Several SNA studies have employed simulation methods. For example, Ornstein uses agent-

based simulation to study how individuals’ social choices of establishing or ceasing a



relationship with others affect the structure of a network [20]. The basic assumption is that
maintaining a relationship has its associated costs and benefits and individuals aim to maximize
their utilities by altering their relationships with others. A social network will keep changing
until the joint utility of all members is maximized. Carley et al. use multi-agent technology to
simulate the evolution of covert networks such as terrorist groups [4]. Moreover, using a multi-
agent system called DYNET, they can perform a “what-if” analysis to anticipate how a network
adapts to environmental changes such as the removal of a central member [4, 5, 13]. A
simulation model can be a powerful tool predicting a network’s future. However it often
oversimplifies the behavior and decision-making of humans and may not be able to model the
complex reality of social networks.

Some SNA research, especially citation analysis, has employed visualization techniques to
study network dynamics. This approach relies on visual presentations of social networks and is
quite different from the descriptive, statistical, and simulation methods.

3.2 Visualizing social network dynamics

With the visualization approach a social network is portrayed at different points of time and a
series of network portrayals are compared across time to find the structural changes. In citation
network analysis the purpose of visualization is often to detect shifts in research focus and
paradigms [32, 40], track emergent research trends [6, 12], and find evolving patterns of a
scientific domain [2, 7, 8, 29].

To visualize a social network, an appropriate layout algorithm must be chosen to assign
locations to nodes. Traditionally, multidimensional scaling (MDS) was used to project a social
network onto a two dimensional display based on the proximity between nodes [29, 32, 37, 40].

The algorithm arranges nodes so that similar nodes or strongly linked nodes are close to each



other and different nodes or weakly linked nodes are far from each other. For example, to
examine the dynamics of information science research between 1972-1995, White and McCain
employ MDS to project 100 researchers onto three maps corresponding to three 8-year segments
[40]. By comparing the locations of the same author in different maps they trace the paradigm
shifts in information sciences during the 24-year period. Small [32] and Sullivan [36] propose to
use MDS to generate the locations of documents based on document co-citation frequencies and
use the “attitude” to represent a document’s citation frequency. The result is a “contour map” in
which documents on the same contour line have the same citation density. Comparing the yearly
contour maps for 1970-1974, Small identified the paradigm shifts in collagen research [32].
Recently a network layout algorithm called spring embedder algorithm [18, 21] has gained
increasing popularity. This algorithm treats a network as an energy system in which nodes are
connected by springs containing energy. Nodes attract and repulse one another until the energy
in the system is minimized. The spring embedder algorithm can be combined with the Pathfinder
network scaling algorithm [9], which reduces the number of links by finding the shortest path
between nodes, to generate a tree-link network representation [6-9, 11]. Some other layout
algorithms including simple triangulation method [24] have also been used in citation analysis
network visualization [31].

With the development of computer technology, some visualization tools have been
developed to show the evolution of citation networks. For example, Chen and Carr [7] generate a
series of citation networks using the spring embedder algorithm and the pathfinder algorithm.
They then use animation to visually present the evolution of the hypertext research field between
1989-1998. Moreover, their visualization tool incorporates several visual cues to present the

changes of other network characteristics [6-8, 10]. For example, nodes representing authors are



color-coded so that authors with the same research specialty receive the same color. They also
attach a citation bar to each node in a three-dimensional display to present citation rate change of
an author from year to year.

Research in these dynamic SNA studies provides a good foundation for criminal network
dynamics analysis. Although the purpose of analyzing criminal network dynamics is not to test
theories, the methods, measures, and models from SNA can help detect and describe structural
changes, extract the patterns of these changes, and even predict the future activities and structure
of criminal organizations.

4. Research Methods

In our research a criminal network is represented as an undirected, weighted graph in which each
link receives a weight based on the frequency that the two involved criminals commit crimes
together [41]. The link weight then represents the relational strength between two criminals. In
this paper we propose to use several descriptive measures and the animation approach to analyze
and visualize criminal network dynamics over time.

4.1 Descriptive Approaches

As reviewed previously, a criminal network can change in its nodes, links, groups, and even the
overall structure. In this paper, we focus on the detection and description of node level and group
level dynamics.

4.1.1 Node level measures

As criminals establish new relations or break existing relations with others their social positions,
roles, and power may change accordingly. These node dynamics resulting from relation changes
can be captured by a set of centrality measures from SNA. Centrality is often used to indicate the

importance of a member within a group or a network. Various centrality measures have been
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proposed and they have different interpretations and implications. Freeman defines the three
most popular centrality measures: degree, betweenness, and closeness [17].

Degree measures how active a particular node is. It is defined as the number of direct links
a node k has. An individual with a high degree could be the leader or “hub” in his group or the
network. However, degree is not a reliable indicator of leadership role in criminal networks [41].
We therefore use this measure to only represent an individual’s activeness. Considering that a
group or network may change its size over time we use a normalized degree measure [38]:

i a(ik)

c,k,, =-——: i#k (1)

norm o1
where 7 is the total number of nodes in a group or a network and a(i, k) is a binary variable
indicating whether a link exists between nodes i and k.

Betweenness measures the extent to which a particular node lies between other nodes in a
network or a group. The betweenness of a node £ is defined as the number of geodesics (shortest
paths between two nodes) passing through it. An individual with high betweenness may act as a
gatekeeper or “broker” in a network for smooth communication or flow of goods (e.g., drugs). A
gatekeeper criminal should often be targeted for removal because the removal may destablize a
criminal network or even cause it to fall apart [5]. Again, considering group or network size, we
define normalized betweenness as:

> g,k

c k), =—'—— ixk (2)

norm n _ 1

where g, (k) indicates whether the shortest path between two other nodes i and j passes

through node k.
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Closeness is the sum of the length of geodesics between a particular node k and all the other
nodes in a network. It actually measures how far away one node is from other nodes and
sometimes is called “farness” [1]. It indicates how easily an individual connects to other
members. The normalized closeness is defined as:

> I(i,k) - C, min

C.(k), =2 ik 3
C( )nmm Cc max— CC min ( )

where [(i,k)1is the length of the shortest path connecting nodes i and k. C.min and C.max

are the minimum and maximum lengths of the shortest paths respectively. When calculating the
closeness, a link weight needs to be converted to a length using logarithmic transformation [42]:

[ =—In(w)

The values of these three normalized centrality measures range from 0 to 1. For a particular
individual, each centrality measure will be calculated at different points of time to capture its
change.

4.1.2 Group level measures

Criminal groups are not random sets of individuals but relatively tight units in which members
have denser and stronger relations with one another. There are a variety of indexes in SNA for
measuring the structural properties of social groups. We chose three measures (link density,
group cohesion, and cluster stability) to detect and describe network dynamics at group level.
Each measure has its specific implication to criminal network investigation.

Link density measures how complete a group is in terms of the relations among its members.
It is defined as the proportion of the maximum possible number of links that actually exist

among all group members [38]:
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where n is the size of the group and a(i, j) is a binary variable indicating whether a link
exists between nodes i and j. Members in a dense group have relations to a large number of other
group members. When the density achieves 1, a group becomes a clique where each member
connects with every other member. Communication and collaboration are easier for members in
a dense group and this may imply more efficient planning and execution of offenses in criminal
networks. However, a dense group may also be vulnerable because when one member is caught
he or she may release critical information about many other group members [23].

A group is a cohesive group if, on average, its members have stronger relations with
members in the same group than with individuals outside of the group [38]. A group cohesion
measure is defined as the average link strength within the group divided by the average link

strength with outsiders [38]:

ZieG ZjeG W(i’ J)
n(n—1)
ZieG Zjec W(i’ ])
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Cohesion =

where 7 is the group size; N is the network size; G represents the group’s node set; w(i,j) is
the weight of the link between nodes i and j. A group is considered cohesive if the cohesion
value exceeds 1. Members in a cohesive criminal group tend to have higher loyalty and are less
likely to be recruited to other groups.

For a specific group both density and cohesion can be calculated and compared across

different points of time.
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Group stability measures how well a group maintains its membership over time. We use the
cluster stability index introduced by Small [32] because a group can be treated as a cluster of
nodes. It is calculated based on the overlapping membership of a group at two different points of

time. We define the stability of group G from time #; to #, as:

1G,(G.. |

Stability = —————
TN

(6)

4.2 Animation Approach
In addition to quantitative analysis of the dynamics of criminal networks, we use the animation
approach to present the changes of a network visually. In our previous study we developed a
prototype system that can perform structural analysis and visualization of static criminal
networks. The system is able to partition a network into groups, calculate centrality for group
members, and uses the blockmodeling approach [38] to capture patterns of interactions between
groups [41]. The system employs MDS to visualize a network on a two-dimensional display
based on the weights of links between individual criminals. Moreover, several visual cues are
used to represent structural network properties. For example, the thickness of a link represents
the strength of the relation; the size of a circle representing a group is proportional to the number
of members in that group.

In this study we add an animation function to the system. Several new visual cues are
combined with the animation.

Node location. With MDS, node locations on the display are determined by the link
weights between nodes. As link weights change, MDS will assign different locations to the same
node from time to time. Alteration in node locations will add a high cognitive load to users

because they must compare different MDS layouts to track the nodes [8]. To address this
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problem, we calculate node locations based on link weights cumulated from all past incidents
and rely on the changes of the thickness of links to represent the link weight change.

Node size. A criminal may commit more or fewer crimes at different times. To visualize the
activeness change of a criminal, we make node size proportional to the number of crimes an
offender commits in a specific year. A user can see whether a criminal becomes more or less
active over time by watching the node size change.

Link darkness. A link exists between two criminals when they commit a crime together. In
our previous system the thickness of a link indicates the relational strength between two
criminals. However, relational strength cannot capture the time frame of a link. Two criminals
who have not recently committed crimes together but often co-committed crimes previously may
appear to have a strong link. To reflect the recency of a relation, we change the darkness of the
link over time. As a result, a darker link represents a more recently formed relation and a faded
link represents an older relation.

In our system the animation of network evolution is controlled by a time slider. When a user
adjusts the time slider, he or she can visualize the network while nodes change their sizes and
links change their thickness and darkness. In addition, the system can perform network partition,
blockmodeling, and centrality calculation at the specified point of time. By comparing the
network at different points of time, a user can visually detect the changes in nodes, links, groups,
and overall structure. Figure 1 shows an example of a narcotics network in 1994 and 2002. It can

be seen that this network has changed not only in its nodes and links but also in its structure'.

" All criminal names in this paper are scrubbed for data confidentiality.
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Figure 1. The narcotics network and its reduced structures in 1994 and 2002. A node represents

an individual. A line represents a relation. The thickness of a line represents the relational

strength. A group is represented by a circle labeled with the leader’s name. The size of a circle is

proportional to the number of members in the group. (A) The network in 1994. (B) The reduced

structure of the network in 1994. (C) The network in 2002. (D) The reduced structure of the

network in 2002.

5. Evaluation

We conducted a field study to evaluate the usefulness of our proposed methods and to answer the

following research questions:
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e Can the descriptive measures for nodes capture the dynamics in network members’ roles

and activeness?

e Can the descriptive measures for groups capture the dynamics in criminal groups?

e Can the animation provide an intuitive and useful presentation of the dynamics of a

criminal network over time?

e Will the measures and visualization be useful for crime investigation?

In our previous study we performed a static analysis on a narcotics network which was
called “Meth World” because most of the network members committed crimes related to
methamphetamines [41]. In this study we obtained a list of 103 major criminals in the Meth
World from the Gang Unit Sergeant at the Tucson Police Department and generated a network
consisting of 924 criminals surrounding these major offenders. These offenders committed
11,074 crimes ranging from theft and aggravated assault to drug offences from 1983 to 2002.
Because these major offenders had long-term relationships established when they were in high
schools we calculated link weights for each year based on crime incidents that had occurred up to
that year. A series of yearly networks were then generated beginning from 1994, when the
Sergeant started investigating this criminal network.

Several domain experts, including the Sergeant, evaluated our analytical findings and the
system’s visualization features. We summarize the results as follows.

o Simple indicators of individual characteristics can reflect the changes in individual
criminal’s activity level.

In this study we focused on the behavior of the leaders of the major Math World groups, William

Baker and Robert White. They were correctly identified by our system in our previous study [41].

These two criminals had been involved in drug offenses since mid-1990s. Over time, they
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formed two groups and obtained leadership in their own groups. For each criminal, we
represented his individual characteristics based on the number of crimes he committed and the
number of relations in each year. Notice that the number of relations is the number of people he
commits crimes with. It is an absolute degree value based on yearly incident data and is different
from the normalized degree in equation (1). Figure 2 presents the curves of the individual

characteristics for the two criminals.
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Figure 2. Changes in individual characteristics of the two group leaders in Meth World

According to Figure 2 (a), William Baker was not a very active offender initially. He
committed only a few crimes and had few relations with others in 1994. He became more active
in 1995. His two curves drop to zero in 1996. According to our experts, William Baker was
prosecuted and imprisoned during 1996. After he was released in 1997, he committed an
increasing number of crimes from year to year until he was imprisoned again in 2000. Figure 2
(b) presents the behavioral trace of Robert White. Unlike William Baker, he was very active
initially. His curves drop to zero or a very low level in 1995, 1998, and 2002, when he was put
into prison.

Comparing the two figures, we found that these two leaders’ activeness alternated in turn
over time. As one offender was put into prison and left the network temporarily, the other
became very active. For example, William Baker committed few crimes while Robert was active
in 1994. However, when Robert White’s curves drop to zero, William Baker committed more
crimes. Based on the experts’ experience, this is because they always competed for the
leadership of the whole network. In addition, a similar pattern was found for the two leaders:
after they were released from prison, they became increasingly active until they were caught
again. (See the curves for William Baker during 1996-2000 and the curves for Robert White
during 1995-1998.)

e  Descriptive measures of centrality can reflect the changes in individual criminal’s roles.

Considering the long-term relations among the members in Meth World, we did not base
individual centrality on yearly incident data but calculated the accumulative centrality. For
example, the degree of a criminal in 1995 actually measures the number of relations he had

established by 1995 rather than the number of relations that occurred in the single year of 1995.
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To capture the changes in individual’s network roles we charted the curves of three
normalized centrality measures based on equations (1)-(3) for the two group leaders. For easier
interpretation and comparison among the three centrality measures, we subtracted the closeness
in equation (3) from 1 so that a higher closeness indicated a higher easiness connecting to other

group members.
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Figure 3. Changes in individual roles measured by centrality for the two group leaders
Figure 3(a) indicates that William Baker’s centrality in terms of degree and betweenness

decreased from 1995-1997, quickly increased in 1998, and has slowly decreased since then. His
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closeness presents a similar pattern by 1998. After 1998, the closeness curve proceeded totally
differently from the other two centrality curves and increased quickly while degree and
betweenness decreased after 2000. This implies that it had been easier for him to connect to other
members while maintaining only a few relations with another member who had high degree or
betweenness [3]. The advantage of this strategy is that he could maintain leadership while
avoiding connecting with many other people so that he could reduce the chance of being caught
by police. It was found from the data that William Baker connected with another person who had
a higher degree and betweenness recently. The experts confirmed that William Baker used that
person to control other members. Unlike William Baker, the three centrality curves for Robert
White are fairly consistent.

Based on the analysis of the two leaders’ behavioral patterns, it seems that they tend to
commit fewer crimes and reduce contacts with other group members as time progresses.
However they may still maintain their leadership by connecting to other active criminals. Such a
prediction was confirmed when, during 2003, the two leaders started to hide behind others in the
network.

e Descriptive measures of density, cohesion, and stability reflect the dynamics in criminal
groups.

Based on equations (4)-(6), we calculated the density, cohesion, and stability for the two
groups which the two leaders belong to respectively. Figure 4 presents the changes in the two

groups’ density over time.
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Figure 4. Changes in group density.

For both groups the curves show a decreasing trend in group density over time. There is one
peak in William Baker’s group in 1998 and one peak in Robert White’s group in 1996. Such a
peak implies a high density followed by a low density. As mentioned previously, a dense group
may be subject to a high vulnerability because of a caught member’s release of critical
information to police. According to the experts, when a member from such a dense group was
caught police officers could often find in his car or house a phone book which contained contact
information for many other group members. The police could than take effective strategies to
catch these group members. As a result the group density would drop dramatically.

Interestingly, the density curves of the two groups increase and decrease alternately. This
again confirms the experts’ observation that the two groups always competed for members and
leadership.

The dynamics in group cohesion also present similar patterns with a decreasing trend for
both groups and an alternate pattern between groups (See Figure 5). This implies that group

members tend to have fewer and weaker connections with other group members and the groups
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become less cohesive over time. According to the experts, as more people join Meth World,

people have tried to form their own groups and gain leadership.

Cohesion
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Figure 5. Changes in group cohesion

We also charted the stability changes for each group over time, as shown in Figure 6.
Robert White’s curve dropped dramatically during 1995-1996. This corresponds to the fact that
he was put into prison in 1995 and many members left this group. After he was released in 1996,
the group stability increased and exceeded William Baker’s group after the 1997-1998 period.
This is because Robert was a quite violent person and his group members learned that they might
be killed if they left the group. As a result, his group tends to be more stable over time. In
contrast, William was relatively mild. His group stability increased during 1994-1997 period

even though he was put into prison during 1996.
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Figure 6. Changes in group stability
o Visualization and animation features provide a useful and intuitive presentation of criminal
network dynamics.

The animation and the various visual cues, such as node size and location, link thickness
and darkness, make it easier to observe the changes in individuals and their relations. More
importantly, the system could perform network partition and blockmodeling dynamically so that
the changes in groups and the overall network could also be presented. For example, Figure 1
shows that the network initially consisted of several isolated groups in 1994 but had evolved into
a two-group structure in 2002. Our experts believed that such a system would provide a useful
assistance to crime investigation and prediction. It could help investigators share their personal
knowledge and experience about criminal networks and also help prosecutors present in court the
history and evolution of criminal organizations.

6. Concluding Remarks and Future Work
Dynamic criminal network analysis is important for national security but also very challenging.
Little research has been done in this area. In this paper we proposed using several descriptive

measures from social network analysis research to help detect and describe changes in criminal
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organizations. These measures include centrality for individuals, and density, cohesion, and
stability for groups. We also employ visualization and animation methods to present the
evolution process of criminal networks. The feedback from our domain experts in the field study
showed that our approaches and the prototype system could be very helpful for capturing the
dynamics of criminal organizations and assisting crime investigation and criminal prosecution.

Future work on dynamic criminal network analysis will be done in the following directions:

Employ more advanced methods and approaches to analyzing network dynamics. In this
study, we use only descriptive measures from SNA research. These measures are relatively
straightforward and simple and can only detect and describe the changes without revealing the
mechanisms that lead to the changes. With statistical SNA models and simulation methods, it
might be possible to generate some criminal network models based on criminology, psychology,
cognitive, and behavioral theories that explain the dynamics.

Incorporate data from multiple sources and perform cross-jurisdictional analysis on
criminal networks. We currently rely only on crime incident data from the local police
department. It would be beneficial to include data from other sources such as courts, prisons, and
customs. The combined data set will provide more complete and accurate information about

criminal organizations.
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