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Robyn Williams: Crims use the internet and terrorists use the internet. Communications technology is so very powerful, obviously they would. Tell me, is it possible from where you are in your university here to go on to your computer and get into the internet sites...the sort of conversations that the terrorists are having, can you just cut in and find out what they're saying to each other?

Hsinchun Chen: Yes. Those websites are all using the open internet protocol, so anyone can go to those websites if you know where to find them. I think the trick is where are they, where are they hiding?

Robyn Williams: That's Professor Hsinchun Chen who spends much of his day dipping into conversations Al-Qaeda has with operational people and potential recruits. It's an immense network and a staggering effort to try to keep watch on what's being said.

Hsinchun Chen: We use a combination of collaboration with experts, people in US intelligence community, and we also use a set of programs that we call spiders. These are computer programs reading java or C or Python modern languages such that they are probing the web to do expansion of searches following the links by Google, but we are creating Google to collect information about terrorist content. 

Robyn Williams: You've been concentrating on a particular group...is it called the Dark Web?

Hsinchun Chen: Yes, the entire project is called Dark Web, it's really trying to collect all the terrorist generated content in the world, and when I say 'all' I mean from websites to forums to chatrooms to blogs to videos to voice recordings and so on, everything they produce. We really want to learn directly from them what are they thinking and what are their strategy, ideology, propagandas and so on.

Robyn Williams: Do they know you are looking in on them?

Hsinchun Chen: I'm pretty sure they know now.

Robyn Williams: They know you're watching, and so is there any pretence at secrecy?

Hsinchun Chen: That's the part...we try to keep our neutrality here because we are really funded by National Science Foundation and many people consider extremists and terrorist definition as very politically driven and in our case we really try to understand them using that as a way to understand their linkage, understand the change of mindset, how do they get influenced by the world events and so on. So we're taking a more scientific approach instead of a law enforcement or security community perspective.

Robyn Williams: How is it that they became so clever at using this new technology in countries where technology is not necessarily so sophisticated?

Hsinchun Chen: I don't think they're using very sophisticated technology but they are very creative, they are very ingenious in using whatever is out there, just like a young kid or young students in colleges, they can use browser combining it with a simple web hosting software, creating their website, they are just using like that. But I think they are really forced into this scenario because they have been tracked, they don't have resources, they're hiding and so on, all the constraining factors that have forced them to be very ingenious about using available technology. I think they also have the will, when there's a will there's a way, and their will is to promote their idea, even though they are really a minority in the Muslim world, but they are using their creativity and their will to create mechanisms that can reach their audience.

Robyn Williams: Could you give us some examples of the sorts of things they're saying?

Hsinchun Chen: One very important aspect really touches on this idea...some people call it virtual imams. Virtual imams are really expert and opinion leaders on webspace. Not a traditional type with long beards and wearing robes but nevertheless they are influencing people's minds. So I think a lot of things that they're promoting is really creating the virtual brotherhood that people get together, they look at the historical reasons of doing what they are trying to do, justification for violence. I think the very important aspect is that they are really creating incitement, a recruiting ground for those young, alienated, disgruntled kids who sometimes don't have options or don't have outlets. I'm really not talking about those people Arabic speaking per se, but there could be other home-grown group that may be not as well treated in your second home, in European country and some maybe in US, but this other one they get heavily influenced by those opinions and those brotherhoods that they form on the web.

Robyn Williams: So it's a mixture of ideology and incitement.

Hsinchun Chen: Yes, and with that you come up with recruitment, you come up with education, because they are really going through sort of an aging process or maturation process. They always go to the website, absorb basic information, then they get enticed into forums, they ask innocent questions and people very quickly respond to them. Over time then they inform people who are responding to them who may be likeminded in different parts of the world. They form a bonding, like a social network. So this is really MySpace 2.0 for the terrorist. Now with that they feel like they belong to a bigger group, they have a cause, then they start getting into videos to look at the training material and other things, and at some point they flip.

Robyn Williams: What's on the videos?

Hsinchun Chen: Videos...I was just doing the analysis this morning, they have videos about their success, about their IEDs (improvised explosive devices), about their operations, about recruiting, about training materials. So, commonly in my lab we have collected close to 1,500 videos that have been disseminated by them but these are real professionals, just like a reporter will get their message across, they perform operations in the field, so someone shooting at Iraqi US presence and then shooting video and then there's a media company put a logo on, put a translation on, and then there's another company that will take on and disseminate it to forums and websites in the matter of one or two days to have this information available for any of their audiences to see.

Robyn Williams: Is this information useful for intelligence purposes or military purposes?

Hsinchun Chen: Defiantly, I think...although our project is really heavily funded by National Science Foundation really for scientific purposes, we definitely have been approached by intelligence communities and the law enforcement community, but from the US, their perspective is really acting as observers on the internet. They also observe those websites but typically more manually, but they are able to look at the changes of their ideologies and their tactics and look at how the world events are influencing them, and of course many of them are thinking of psych-ops, psychological operations, how do you influence them and so on. I think one major question that is not asked is that once you can understand them, observe them, follow them, what's the next step? How do you do something about it? How do you predict the next step? How do you make some changes such that you don't get this kind of negative impact and they have other options for them? I think this is an area that we have to do a lot more actually.

Robyn Williams: I see behind us you have a poster for Homeland Security, it says operating since 1492, which means Columbus was involved of course. But Homeland Security come and talk to you about what you are up to and what you are finding?

Hsinchun Chen: Yes, there are quite a few federal agencies here...let me not name the particular name of the agency, some do not allow us to do that. There are three or four federal agencies that have approached us and some that would be interested in, for example, the technology that allows them to see the social linkage of those opinion leaders on the forums, and what are their sentiments. There are certain websites that are more violent, and there are some agencies that are more interested in looking at the digital fingerprints, the writing style. It could be the same person posting their messages in many different places, influencing wider audiences. So we have been approached by them and we're really providing a more advanced tool for them to understand these phenomena. 

Robyn Williams: I see, because they must be doing it themselves as well.

Hsinchun Chen: Yes, they are doing a lot of those investigations, and like I say in the US the policy is really lurking, not sabotaging. So they can lurk around in the website, observe by report, but I still have to say that there are more human analytics required, a lot of expertise, language expertise because this in Arabic content, and so they are less advanced in terms of using modern computer science approaches.

Robyn Williams: Of course you speak very good English and you're from Taiwan and yet you're studying Arabic content. How do you manage that?

Hsinchun Chen: I always had a wide spectrum of interest...even though I was born in Taiwan, I was trained in the US mostly, but I'm a computer scientist, I try to introduce the computer science approach into this problem and I do computational linguistics, meaning that I study languages. I deal with English, Spanish, Chinese, Arabic, I deal with many languages and I use computer techniques to extract important concepts, people, locations and so on, and then computation techniques can help you find the linkage, find the content, find the sentiments and find the ideology changes. So there are a lot of things that computers can do.

Robyn Williams: Do you think the terrorists will be so powerful if they did not have this sort of technology and email?

Hsinchun Chen: Defiantly the influence would be very local, but right now their influence is extraordinarily global, extremely dynamic, extremely fast. They are running at internet time. We had an interesting study comparing the terrorist website, mostly in Middle Eastern countries, versus 80 websites in US government. We looked at their technical sophistication, looked at their modern media richness or their modern interaction that's embedded in the website, and the Middle Eastern website, those terrorists who were hiding and restrained by resources, they were as good if not better than the US government.

Robyn Williams: They were better then the US government! That's amazing.

Hsinchun Chen: Especially in the area like creating a forum for them to entice people to answer questions. So these are forums and news groups that people ask questions, they're answered right away. The US government is really not known for being very responsive. You cannot get the IRS to respond to you in two years...

Robyn Williams: Inland Revenue, yes.

Hsinchun Chen: That's right, but in terrorist website, you ask a question and they get back to you in two minutes. You also have a large amount of videos and audio that is making it very enticing, very rich for the audiences.

Robyn Williams: What do you think they are likely to do next, exploiting this technology?

Hsinchun Chen: In the past two years I'm seeing the biggest change has been from a really core Arabic speaking content group. These are Al-Qaeda sympathisers, these are people who create websites in Lebanon, in Palestine and maybe in Iraq. But I think the biggest impact right now that I am seeing them using technology really to attract home-grown groups. These are groups in the UK, in Germany, in France, in many countries. And these other ones I think are more dangerous because these are the ones that are very international, very mobile. They can get on an aeroplane and leave and go to another country very easily, and they are very westernised. So they know both worlds very well. These are the groups that I worry about.

Robyn Williams: Yes, they can get in touch with angry young men in any country, even though they're terribly isolated in a small town somewhere they can get hold of them and they can really turn them on.

Hsinchun Chen: Yes, we were looking at a case study of a website called clearguidance.com and this was a website that was heavily reported because of Toronto plot. When we look at the website, this is really a website that can sit big forums, at a pick there were about 50,000 members, close to 200,000 messages over the duration of three to four years. There are people in UK, in Canada, in US and in other European countries, but they all conducted their discussion in English and they were all seeking guidance...that's what it's called, clearguidance.com, that's a young typically mostly men who were seeking about the cause, about using violence against citizens and so on, and 70 or 90 members were apprehended because they were already involved in buying fertiliser, trying to create operations. I think they were targeting parliament and also their prime minister and so on, and these are, again, in Europe.

Robyn Williams: The science of terrorist communication. Professor Hsinchun Chen is in the Department of Management Information Systems at the University of Arizona.
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